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3 steps today

1. Analisi nuove minacce e lesson learned

2. Architettura di cyber security in 10T, ICS, etc

3. Cyber threat intelligence maturity model
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Le principali cause di data breaches sono riconducibili a
problematiche non riscontrabili in assessment process based

(" Miscellaneous Errors 11,347)
Privilege Misuse 10,490 Lessons Learned
Physical Theft/Loss 9,701 . e
| Denislof-Service 0630 Gli a§§essm§pt condotti in
S 8,856 modalita tradizionale process
based non permettono di
crimeware 7,951 misurare efficacemente i rischi
Web App Attacks >,334 riconducibili alle cause della
POS Intrusions | 534 maggioranza dei data breach
Cyber-espionage | 247 rilevati (errori umani, abuso dei
Payment Card Skimmers ~ 102 privilegi di accesso, furti di tipo
0% 10% 20% fisico e attacchi DOS)

Percentage of incidents

Fonte DBIR
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Anche gli ATM sono oggetto di attacchi sempre piti evoluti
mediante 1"utilizzo di virus informatici

e |l criminale informatico «attiva» abusivamente
I'ATM con linserimento di una carta che
contiene alcuni record specifici sulla banda =
magnetica. \vY =

» Dopo aver letto la carta, Skimer e in grado di
eseguire o ricevere comandi attraverso un
menu speciale attivato dalla carta.

« A schermo viene visualizzata una specifica
interfaccia utente solo a seguito di specifici
comandi nella sessione, entro i 60 secondi.

* I menu offre 21 diverse opzioni, tra cui
I'erogazione di denaro, la raccolta dei dettagli
delle carte che sono state inserite nelllATM,
| 7 auto-cancellazione e I'esecuzione di
aggiornamenti.




Attacco Ddos lot — 21 ottobre 2016

LA STAMPA | ONDO | £ K
Un attacco hacker ha messo KO internet negli
Stati Uniti

Centinaia di siti sono stati irraggiungibili per ore in seguito a un DDoS, tra cui Twitter,
Spotify, Reddit, eBay e PayPal

La causa: il malware Mirai - creato per infettare dispositivi 0T (Internet di Things) ed e stato
utilizzato come piattaforma per lanciare attacchi di tipo DDoS.

Mirai € costruito per due scopi principali:

1. Individuare (attraverso scansioni ad ampio raggio) e compromettere (attraverso l'accesso
remoto) i dispositivi loT e agganciarli alla botnet.

2. Lanciare attacchi DDoS basati su istruzioni ricevute dalla C&C.

Mirai utilizza una tecnica forza bruta per indovinare la password dei dispositivi e tecniche di
flooding sui protocolli HTTP, GRE IP-GRE ETH, o con SYN-ACK flood e STOMP flooding.
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10 loT Security Targets

VIDEO
0 3 CAMERAS

CYBER-
04 WARFARE

The wireiess networks
used for transferring
video signals can be
mnsecue.

CAMERAS CAN
BE EXPLOITED

Even video cameras,
which z intended to
improve security, can
be hacked.

rs and industrial
facilities become
increasingly connected

to the cloud, security risks
increase.

ATTACKS LIKELY
UNDER-REPORTED

It is difficult to gauge
the true risk of software
breaches in the industrial ‘
and retail sectors, which m
tend to downplay their
risk of being compromised. Target's financial systems o O
unit by way of an HVAC unit.

It is likely that Stuxnet
represents the first
example of an entirely new
class of cyberweapons.
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MEDICAL
08 DEVICES

AIR
AIRPLANES CAN
BE HACKED 0 TRAVEL
Last year, Chris Roberts,

Software vulnerabilities
have been identified in One World Labs. hackad
several commercial into a United Airlines jet
aircraft whleonbnosamand

@ security researcher at

The security used in
many medical devices
and hospitals lags behind
that used in many other
industries.

07 CITIES

Few cities engage in
regular cybersecurity

Internet of Things

FRSTEEYTE

Science fiction-esque
cyber-war is now possible
and Iran now has one of the
largest cyber-armies in the
world.

GOVERNMENT-
BACKED MALWARE

The utility and building
industries are increasingly
vulnerable to software
Meanwhile, cities are not just
vulnerable to hacking but
also software bugs that can
cripple infrastructure.

NEW RISKS FOR CITIES
AND BUILDINGS

HOSPITALS ARE

ALREADY TARGETS
There are already examples
of hospitals that have b. n
shut down by ranson
atte £
are also insecure.

are

1166 Avenue of the Americas
10th Floor

New York, NY 10036

Phone: 212 204 4200
www.penton.com
www.ioti.com

attacks

. Many medical devices
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Architettura «tipica» dei servizi loT

Source: Shancang Li/Li Da Xu — Securing the 10T - 2017
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Interconnectivity

of computers - manufacturing systems
Source: 2016 Industrial Control Systems (ICS) Vulnerability Trend Report - FireEye

CORPORATE

Applications
intended to
provide remoke
ICS functionality
relying on the

public internet, Zone 4
such as mobile
device apps Meets genaral

computing needs,
imcludimg email,
databases, and
word
pProcessing

DML

Zone 3

Makes data and
applications
from the control
network available
to users outside
of the control

network

SCADA

rl

Zone 2

Allows a human
operator to
SUETVise
and control the
physical process

SENSORS &
PLC & RTU ACTUATORS

R

Zone 1 Zone O

Senses process
characteristics,
such as
tem perature,
pressure, and
lewel; opens and
closes valves; and
turns pumps and
motors on or off

Uses sensor
readings to send
appropriate
commands to
actuators and
motors

* The Simplified Purdue moded refers to a framework developed by researchers to describe the inberconnectivity of computers to manufacburing systems.




Specific vulnerability disclosures affecting each level
Source: 2016 Industrial Control Systems (ICS) Vulnerability Trend Report - FireEye
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Incident patterns by industry

(source: DBIR)

Crimeware Cyber-
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Denial of
Service
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Incident patterns by industry
minimum 25 incidents

Accommodation (72), n=362
Administrative (56), n=44
Educational (61), n=254
Entertainment (71), n=2,707
Finance (52), n=1,368
Healthcare (62), n=166
Information (51)n, 1,028
Manufacturing (31-33), n=171
Professional (54), n=916
Public (92), n=47,237

Retail (44-45), n=370

Transportation (48-49), n=31




Time to compromise vs time to discover

(source: DBIR)

81.9%
1126
21.2%6
T.1%6
Seconds Minutes
100%
75%

67% b5B56% 55% 61%

S0%
"o
]
@
— 25%
(=]
@
&=
:-D
o
@
=
=
= 0%

2005 2007

67%

6%

2.5%

Hours

62%

2009

67%

<1%

67.8%

Days

89%

2011

62%

<1%6

=1%o

Weeks

()
=1
=1
=
—
(=)
=.
o
(1)
=
Tl
L
=
=1%o
(1]
=
=
o0
=
=1
s
s
Tl
T
&
<1%6
Months Years

Time to Compromise

Time to Discover

T7T6% 62% 84%
Figure 8.
Percent of breaches where time
to compromise (green)/time to
2013 2015 discovery (blue) was days or less



Incremento dello spear phishing

HOW C F O FR A L) [D IMPACTS YOU

THE START

Attackers see if they can
spoof your domain and
impersonate the CEO (or
other important people)

Bad guys often troll
companies for
months to gather
the data necessary
in pulling off a
successful attack

KnewBe4

deepcyber.it

-)

THE RESPONSE

THE PHISH —’

Spoofed emails are sent to
high-risk employees in the
organization

Target receives email and
acts without reflection or
questioning the source

e o e To: Finance Department

| better get this payment

Urgent wire transfer request!
Please send $100,000 to new
acct #987654-3210

to the new account!

ese To: CFO
It's from the CEO, I'll take

Please pay this time-sensitive care orthisforbim

invoice. I'm on vacation and will
be unavailable, no need to
respond. - Your CEO

e e e To: Human Resources

| need a PDF copy of ALL
employee W-2s for the
IRS ASAP!

Sounds important. I'll

send these right away!

0

THE DAMAGE

Social engineering was

successful, giving hackers
access to what they were after

Causing fraudulent wire
transfers and massive data
breaches

= =¥

>

L

—’ THE RESULT

The fallout after a successful
attack can be highly
damaging for both the
company and its employees

Resulting damage:

+ Money is gone forever in
most cases and only
recovered 4% of the time

+ CEO is fired
«” CFO is fired
+/ Lawsuits are filed

+ Intangibles - tarnished
reputation, loss of trust, etc.

So... Think Before You Click!

SECURITY AWARENESS TRAINING |  www.KNOWBE4.com
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The Defensive Framework for Spear Phishing

A strategic, end-to-end model for managing and improving protection against spear phishing attacks

Detect

See the threats that
reach user inboxes

Analyze Mitigate

Stop the attack and
remove aaversar Y presence

Prevent

Understand tradecraft and
threat context

Reduce the potential
for initial compromise

Time-to-assess Time-to-containment
Time-to-context Time-to-removal

vhishing emails delivered | % phishing emails reported

e lime-to-detect

% false positives | negatives

Example

Completeness of context Cost per incident

I I
@ " Content Filtering | | Security Analysts Incident Response
a
£ £ |
T Security Awareness Training I Malware Analysis
= W
w o
Payload Analysis | Threat Intel Systems
I
I I
| I
1 Metwork Traffic Analysis [ |

deepcyber.it \A)
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ENISA fornisce un framework per la tassonomia completa
delle minacce

Bomd attacksthreats
4 Natural disasters
vm - — =i
Thefts Failures of parts of devices
- e Fallures of devices or systems
e e P - = m‘;m" Fallures or disnupts of con " finks { 30 Networks)
v c«m'::w or Fallures or disrup of man supply
Failures of dissupticns of service providers (supply chain)
Bribenes/corruptions
of Failures or disrup of the p supply
Foel \ Malfunctions of parts of devices
J Mallunctions of devices oe systems
Loss of power 3
. Confguraton errors
Absence of perscnnel | Outages .
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Stikes | 9 9
ey i \. /' Er use or admir y of o and sy
Cooling cutages /| I - -
/ ‘\\\ ’( t Unintentional changes of data in an information systems
'. ."! hwork outeges and or lack of
sentity theft (identity fraud/account o service-session hijacking) / '\-d:":'::‘w" planning adaptons
Unsolicted e-mail
ATy Ty ' Damages resulting from penetration testing
~ 2 = f Loss of information
;mud;:;mmm | _Loss of (integrity of) sensive information
Damage/Loss (IT assets Loss of reputation
Compe g confidential ink ion (data breaches) or ) L:
Generation and use of rogue cenficates e
Aation of hardh nd S | Destruction of records, devices of s10rage media
Maniputation of \\_Power surges
Misuse of informatonint TSR P, (LU | ‘TEE . Wikditte p—
Abuse of authorizations - ~ 'd " ~ - —
Abuse of personal data o L -
Unauthorised activities
Denilal of service attacks (DoS/D00S) m:.m‘.“?
= ) 9
s Repudiation of actons
) Violation of laws or regulations/breach of legistation
Intended simstarity of identfiers e
y it ok
R activities ( on)
| Fadure to meet contractual requirements
Explotation of software bugs
Brute force

Figure 4 — Threat taxonomy of the Internet infrastructure (levels 1 and 2 - see Annex C for the expanded mind map)



La c.d. «minaccia cyber»
Insieme di condotte che possono essere realizzate nel e tramite il cyberspace

A differenza delle minacce tradizionali, quelle informatiche presentano CARATTERISTICHE
PECULIARI, che ne rendono ardua I'azione repressiva:

Compressione spazio-temporale
Trasversalita

<L
Asimmetricita @
A-territorialita
Continua mutevolezza

E’ importante implementare delle contromisure ad hoc, fluide, come fluido e I'evolversi del
mondo digitale, e che s’indirizzino non solo sul piano tecnologico, ma anche sul piano
normativo e sociale.

AN N N NN

Occorre un adeguato piano di CYBERSECURITY.
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Altre problematiche...

v’ Diversi gli attori coinvolti, diversi
gli interessi persequiti (sicurezza
nazionale, Investigazione,
aziende) e diverso mindset.

v Occorre un approccio
multidisciplinare al tema. Le
competenze sono diverse, e
diverse le wvulnerabilita a cui
bisogna far fronte (tecniche,
organizzative, delle persone).
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Agire ex ante o In modo «proattivo»...

v Cyber risk management: Implementazione di un sistema di
Information/Cyber Risk Management (anche in ambito ERM e sulla
base del framework CIS-Sapienza e del NIST)

v’ Security “by design”: una Cybersecurity progettata all’inizio € non
Interpretata come un accessorio finale, integrata in tutto il ciclo di vita
del sistema;

v Cyber threat Intelligence: per ridurre i tempi tra incidente e
rilevazione dello stesso, si rende necessario attivare processi di
raccolta informazioni esterne a supporto del knowledge interno.
(anche, ma non solo, con Information sharing di settore e Partnership
ijbblico Privato)

\'/
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Tipici approcci per il cyber threat hunting

Esistono 3 tipologie di approccio relative al «cyber threat hunting»
(source: Gartner nov 2015)

in base ad ipotesi ed informazioni, si

reputa di essere stati oggetti di attacco
(ad esempio utilizzando una vulnerabilita
etc) e quindi si effettuano le dovute

. Hipothesis- analisi.
loC driven Driven

- o 9 Analytics
U.tlllzzandog.lll.ndlcatorl Dnven

di compromissione per

le iniziali attivita /
investigative utilizzando tecniche di data analysis,
visual analysis, etc, anche di tipo

statistico/machine learning

Solitamente, si riscontrano piu di uno degli approcci sopra indicati
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| feed della cyber threat intelligence

Fraud Analysis & AML

Leaked Corporate Accounts
Compromised Customer Accounts
Compromised Bank Cards

Money Mule Information

Social Networks Compromised IMEI Network Infrastructure
Social Net Ke Profil AML Information ICS_-SCADA Vulns
e SR Compromised SSL Certificate

Search for People or Groups
Email Address Search &
Correlation

Compromised or Infected Host
Data Heatmap

IP Addresses History
Geolocation Info

h | BER . SYSTEM & MOBILE

Physical Security

Critical Infrastructure THREAT MALWARE

Geo-political conflict INTEI—I—IGENCE CVE - Zero Day
ATM Infrastructure FEED Malware Details

Suspicius IP Addresses
Malware Components
Hashes* Payload
Exploited Vulnerability

loT Threat & Weakness

BRAND REPUTATION BAD ACTORS
Domain Info & Reputation Bad Actors Attributes
Brand Reputation Attack’s Target
Counterfeitting Adversary Tactics, Tools & Procedures
Digital Piracy Espionage Campaign

Site Forgery
Cybersquatting

1deepcyber.it \A‘
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Intelligence driven «threat hunting»

Model, Simulate, Act,

Prevent, Detect,

SORE Response Predict
Intelligence e ) Protect
Model, S Act, Protect -~ - :
lodel, Simulate, Act, roec Strategic
Intelligence
Communny % Externallntemal |- 11°€
and Context Threat Intelligence F ee d +
KnoMed e :
Patterns, Meaninaful g : Technical
Anomalies Intelligence
Continuous Dependencies, ” p an |nf0 ] '
e, geree Tactical &
Monitoring Relationships .
and o EStern Operational
s Intelligence

Analytics

Big Data
== [""‘][""‘] SOC / Anti — 1ISOC/ IFraud / Intel- Cyber
Logs, Events, Costs, Usage, Attacks, Breaches FraUd / Internal Internal Control Intelllgence
System

Control System

Source: Gartner (November 2015)

| sistemi tradizionali come SOC, AML, Anti-Fraud & Internal Control system devono evolversi verso un

modello “Intelligence-Driven”, in cui si utilizzano fonti diversificate, esterne ed interne (Logs, loC, Attaccanti

Eventi AML) per rendere piu proattiva I'attivita di threat hunting, riducendo i tempi tra violazione/attacco e
detection.

"/
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DeepCyber threat intelligence
maturity model

CONTRASTO
INTELLIGENCE

PREPARAZIONE
COMPRENSIONE

LEVEL 1

J‘F’

7
O9
<

SIEM Portali di threat

intelligence

Security
Analytics

Threat Intelligence
Platform

Analista di
Cyber Threat

Team di Team esperto di Team esperto di
Cyber Threat Cyber Threat Cyber Threat

I | | >
I Feeds e | Feeds e | Componente di Tl

Componente Componente Tattica e Strategica
di Tl Tattica di Tl Tattica

e fonti interne

Security Monitoring,
IR, Security Engineering
e data fusion

Security Monitoring,
IR, Security
Engineering

Programma di T,
Predisposizione di
un I-SOC

Security Monitoring e

y.-)
%‘o
%
5
(#)
20
G
>
)
e
5> !
Incident Response

Assenza di
correlazione

Uso di loC I OSINT
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Il linguaggio STIX / TAXII
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NEW THREATS EVOLVE, READY TO GO DEEP
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